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Hangousi YngUnIalAUMEUNINATEYIEYEN

Fwouiidiesns 1

2.1 aunIalAumIEUNIwAIEYIEVIEN (Router) WU 1 Y
2.2 gun3alian1ssEuu DNS, DHCP, IP Address Management (DDI) U 2 90

23 gunsaldmfiudeyanisasnasia3etieg (Centralized Log Management) 9113w 1 90
eaziBeaauauiAaNlY
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32 aytsiiomadenduvedi linesrumsldnuindey
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34 vewdndudiniediauesiardendulifiuanailiameideulussuudiinnsefindves

nsudgydnansiivledauddoyaindadndianiasy (e-Government Procurement: e-GP)
I8AzIBEARMANYZIANIE

4.1 gunIalAuniduniaaIadiendn (Router) 311U 1 ¥ daudnvazianiziisurivizennd

ag9tiaenil
4.1.1 gunseifidnuazlassadradunuy Fixed Chassis au1n 1U

4.1.2  # Memory DRAM vualaitfosndn 16GB uag a111505945Un15 Upgrade lagegn 7 64GB

4.1.3 i Port 1/10G 91uaulitiosnin 12 Ports wiauiaue
4.1.3.1 1000BASE-T SFP Module a#in Copper 91uuliitioanit 1 Module
4.1.3.2 10GBASE-LR SFP+ Module %fin Single Mode 1uauliidieenin 4 Modules

4.13.3 10GBASE-LR SFP+ Module %ila Single Mode &w3U Fortigate Firewall 31 3700D

Srunuldifesndt 2 Modules nSouaneidausannuen 5 wWns S1uau 2 &y
4.1.4 § Console Port fifiumsiousiouuy RI-45 wio USB
415 s935Usuaunisads Tunnel lelaisinnga 4000 Tunnels
4.1.6 5995V IPva Forwarding Throughput liitiesnan 118 Gbps
4.1.7  @wnsavih VRF Mldsnngn 8000 VRFs
4.1.8  @1w150%1 VLAN Tagging (802.1q)
4.1.9 atuayuduiu Route laeg1atiay 4M Routes
4.1.10 atiuayudiuiu ACL laagneiday 4000 ACLs

4.1.11 5995Un1391 content filtering lnen1s 14 DNS/Web 1@ tgunsal ldanunsavinla Tvivaus

gunsad Firewall #i §i content filtering throughput liitfesndn 10G wnge
4.1.12 @w15avn IP routing protocol laun Static, OSPF, BGP, EIGRP way PBR 1a
4.1.13 atfuayumsiaunuuimuatoulvsssugsldiuy IP SLA uaz EEM
4.1.14 atfuayudiuiu NAT Session leg1aties 12M Sessions
4.1.15 aduayun1svin MPLS Layer 2 uag Layer 3 VPN, OTV
4.1.16 @wnsavin IP Multicast routing protocol laka PIM SM, PIM SSM
4.1.17 seafumsldenlugamgil 0 - 40 8em Celsius
4.1.18 @ansadnssuL RACK 19 Inch ¢
4.1.19 & Power Supply LUU Redundant Power Supply
4.1.20 aﬁuaquizw Network Management a1uu1n5g14 CLI, Telnet, SSH, NTP, SNMP
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gunsalfpwruNTFUTBImNLIANSEIUANUREASY UL, EN, IEC
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lRNZEUWINIRNINeE e laE RNl

4.2.1

4.2.2
4.2.3
4.24

nuuﬁﬁmuaﬁauﬁu Hardware Appliance ﬁaamwumﬁm%’mwu DNS, DHCP uway IP
Address Management lagianiy

anunsoRnsslugifiugunanl (Rack-mountable) wuin 19 fald
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4.2.4.1 fweose 10/100/1000Base-T d1uiuliitiosnin 2 wosn
4.2.4.2 Ineindmiuuimsianiseunsal (Management interface) 31usulidesndt 1 weosn
4.2.4.3 JW9IRENSUNITNIULU High Availability (HA) wuu 10/100/1000 Base-T Ethernet

Fuulddaenin 1 wese

4.2.4.4 1 Console port %39 Serial port 91uaulidtpsnin 1 wesn

4.2.5
4.2.6

a4.2.7
4.2.8

4.29

4.2.10

4.2.11

4.2.12

4.2.13

4.2.14

4.2.15

a1315019USn15 DNS, DHCP, FTP, TFTP, NTP wag HTTP File Distribution lailusgnatioy
&111505895U DNS Query laliitlaenin 22,500 Queries per Second Wag5995u DHCP
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41115097 Access list %38 Rule 38 Filter UL DHCP 1fions83n15918 IP Address #g
Fouluain MAC Address uaz DHCP Option #3841n DHCP Fingerprint tJusgnatios
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151ne5895U Stealth Mode 130 Hidden DNS Server iflepnnuuasnfevasszuy
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198

41015071914 UU Recursive DNS 1fiam379@0u Queries U Internet Root Servers
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a11150%11 DNSSEC Validation ié’l,ﬁaﬁmﬁ’u;ﬁ%’mu (End User) 21nn1singisuananig
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ausadeiunislang DNS DDoS wuu NXDOMAIN Attack wag Phantom Domain Attack
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4.2.19

4.2.20
4.2.21
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me%%a IP Address, MAC Address, Operating System, NetBIOS name #1358 Name
1AME35n15 ICMP, NetBIOS wag TCP Scan Wusesiee

411150819UA schedule ila@uma Virtual system ﬁagﬂu VMware, AWS, Azure hay
OpenStackIﬂﬂéfaﬂa’lmmuam%m&a Virtual Entity Name, Virtual Datacenter, Virtual
Host Adapter, OS uag MAC Address lailungnatios
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NnadnwuzRnIzisuiNYIaRnItag 1o el

4.3.1
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4.3.6
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Jugunsal Appliance v3e gunsaineufiumesfldunsgiu aunsofususumnnisel
(logs or Events) ﬁLﬁmﬁquqﬂﬂiajﬁLﬂu appliances tay non-appliances 1t Firewall,
Network Devices #1149 seuvUfjUsn1s seuu Appliances syuuLA3aUy
Aodauisadaiudeyalanundninad n1siaudeyanisasiasnieneuimes a1
wsrsinyalAindensnseyhaufindietuneuiames w.e. 2560

Huszuudafudeya Log fildrunsmsiaaeunuantinumnsg i “seuuiivinwdoya
957193N19ABUN AT TiR1UNIATEIU UAB. 4003.1-2560 (Standard NTS 4003.1-2560)
lngApilona1IIIgNUNANITNATDY
DugunsalfildFummaaeunazriunsusesnasgiuauineliiaemunesunan s
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2 g
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gunsaidl Interface dwfuideusoszuuladeviewuy 10 Gigabit (SFP+) litfesnin 2 port
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4.3.17
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4.3.20
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4.3.22

4.3.23
4.3.24
4.3.25
4.3.26
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4.3.28
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1ANANNITOUTUITIANITUUU Web Base Administration {1u HTTPS wag Command
Line Interface (CLI) #1u SSH ifieanunsadnluudmsdnnis seuu log iuedetield
AB95995UN5TALAY Log WU Syslog tag Non-Syslog ¢

Fosaunsasuusua Log Ilaeiiaaaninisldmuldsiins i Devices

fiosanuzarii Archives log uardin1s Compression File iilaUsendniiuidnufutoyalas
fonsaulafisumin %39 11N 10:1

s¥UUReIEINIAYIN1IHAIAN Backup Archive Log Data wenaanluggunsal NAS Server
U NFS Protocol e

szuufedanTadssie Log Inansadne Filter mutouladidesnis wu do Host, vinves
WANT38l seRuANdIAty 138 Message Keyword lagdwialugegunsaiussian SIEM 1
sruufidruresnsenuranswuazsssdeya Inefifoyadwieluifuoehation Total
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Total Log Usage

v

a = cal 1 ¥ [ =3
33UU3J?1’J‘L!5U’EJ\‘1?1§U5U83J@TWEN’1U 318015 Host 1158 Qﬂﬂiﬁm/lﬁ\‘i Log Lw1d1anaLlny I@Ui%‘q

Y
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JPUURDINANENNTALINADULARATEUU MINNUILE Log 91nsyuuduniIsadeanunuiy
nanfifvug

58 UUATIEBUANUYNABIVEY Log File AIgFULUU MD5, SHAL Uag SHA256
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#e AES uaz 1d password Litetesfunsuiluteyals

5095UN15 Authentication 591AU AD %39 LDAP Lag35095Un15 Authentication Wuu Two
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5995UN5¥1911E"U Mobile Devices tioaninsaudaiiewdszansnmnnsvinuresssuy
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szuudasiinAluladns Index doya Log File tioustAnsnmlunsdumlngsesiusiuuy
Full-text Search waguuuimun Field Tun1sdum Tnganansaszydoulalunsiumle
19U AND, OR, Wildcard uagimuntiiaisevaualun1saumla
svuudesansatuiindeulalunsdumifiovinsdunlunondsls
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fruzn1sUsrmnsaazdosssunansenuiionafietulunsufinundenisnsudle
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Job Training Wfiugauaszuuvesmninedeimalulagsivusnasyys
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